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SUMMARY
In order to remote access DVR in a network, user need do DVR port mapping and DDNS configuration , some situation for broad band connection:



ISP provide static IP: usually use special line;  

ISP provide dynamic IP: ADSL, ISDN, MODEM, cable etc.
Situation 1): no need to set port mapping or DDNS, visit DVR by static IP;
Situation 2）：need to set port mapping，visit DVR by static IP and port number;
Situation 3）：need to set DDNS, visit DVR by domain;
Situation 4）：need to set port mapping and DDNS ,visit DVR by domain and port number.
In situation 3）dynamic pppoe configuration as below：
1 Login in DVR manage menu under INTERNET EXPLORER; 
2 Enter into 【system】->【configuration】->【network】->【advanced】->【pppoe】，interface like below :
[image: image1.png]



3 Input ISP user name and password，check network status can get current IP, input IP in INTERNET EXPLORER can visit DVR locally ,or remote access by DDNS, no need to set port mapping.
1 PORT MAPPING
Port mapping: map one port of IP in extranet host to a intranet device, and provide service. Usual port mapping is manual and automatic.

1.1 Manual port mapping 
First step：configuration from WEB：
Connect DVR to network, input DVR IP in INTERNET EXPLORER（default IP is192.168.1.88），：
[image: image2.png]



Input user name and password ,enter into【system】->【cinfiguration管理配置】->【network】->【advanced】->【port】，interface as ：
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DVR default HTTP port is 80,TCP port is 8000,UDP port is 8001,if default port found be occupied in second step, user should revise them in above image.  
Set DVR operation step:：
Connect DVR to network and VGA cable ，enter into 【main menu】->【configuration】->【network】->【advanced】->【网传能力、端口、组播等】，interface as:
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Second step：router configuration
Login in router ,enter into port mapping or virtual server, add DVR HTTP,TCP,UDP port in mapping list .
Below example is TENDA  router ：
1）login router
Input IP in INTERNET EXPLORER，interface as below:
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2）enter into【转发规则】->【virtual server】：
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Click 【add new list添加新条目】，pop up port mapping box as below：
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【服务端口号server port number】input DVR default HTTP port 80,default TCP port 8000, default UDP port 8001, IP address input DVR IP, status default 【生效】，click 保存（if shown port conflict, user should revise them），interface as below:[image: image8.png]AR
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Note: port number should be same with DVR！
1.2  MANUAL PORT MAPPING
1.2.1  UPNP mapping
Note: UPnP function need router .
First step：（operation in DVR）connect VGA cable, enter into 【main menu】->【configuration】->【network】->【advanced】->【网传能力、端口、组播等】,enable 【UPnP端口映射】,interface as below：
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Click 【app】，system will show“mapping正在映射”，if detected router UPNP do not start, it will shows“路由upnp没打开”。
Second step：login router ,enter into转发规则，enable UPnP.
Third step：check whether 端口转发 add DVR port mapping rule . 校验端口转发中是否已经自动添加硬盘录像机的端口映射规则。
Below box means UPnp set successfully:
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Note: More than one DVR set UPnp, need to set DVR port have different port number in case conflict.
1.2.2  DMZ mapping
Login in router , enter into 【转发规则】-【DMZ主机】，启动DMZ状态，填写DVR IP地址保存即可。如下图所示：
[image: image11.emf]
Nore: DMZ cannot point out intranet port conflict.
2 DDNS CONFIGURATION
2.1 VSSIP DDNS CONFIGURATION
REMARK:VSSIP is our DVR inbuilt professional dynamic domain service ,we can supply domain account for free, it is convenient and stable .
First step: WEB configuration
Connect DVR to network, input DVR IP in INTERNET EXPLORER, enter into【system系统配置】->【configuration管理配置】->【network网络配置】->【advanced高级配置】->【DDNS】设置，interface as below：
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 NOTE: 【使能】must be checked.
WEB DDNS cannot warn any information incorrect.
Configuration in DVR
Connect DVR to network and VGA cable, enter into【main menu】->【configurartion】->【network】->【advanced】->【DDNS】，interface as below:
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注意：一定要将【使能】模块勾选上。Note:
要是在本地端进行配置，当填写完上述信息单击应用后，系统会提示“服务器连接中”，当发现你填写的信息不正确时系统会提示“未连接…”。

When above info be filled in and choose app, system should  show“server in connection”,when filled information incorrect , system should point out “not connected”

Second step：checking：after step one , please wait some minutes to ensure that domain resolution success .
Click “start”->run，input cmd and enter，ping domain and enter ,interface as below :
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PC should resolute domain set in DVR and back to that IP which domain points. if IP correspond with DVR extranet IP means DDNS configuration success.
Third step: If DDNS and port mapping configuration success, user can input corresponding domain + port number to remote access DVR ,for example: http://zeno0138.vssip.net:81/（port  number 81 is HTTP port number set in router port mapping ）;if want to remote access DVR by IMS , user should input devise DDNS in added device （for example: zeno0138.vssip.net）and TCP port number（default  8000）.
3.2 CN99 DDNS配置  无需翻译
1） 在希网www.3322.org注册新用户或登录;
2）当注册完用户后，便可创建一个免费的动态域名，如下图所示：
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3）域名创建成功后，进行DVR的配置：
打开DVR【主菜单】→【配置管理】→【网络配置】→【高级配置】→【DDNS】的使能；
DDNS类型：CN99 DDNS
主机IP：members.3322.org

端口 80
域名：xxx.3322.org
用户名：xxx
密码：xxxxxx
3.3 no-ip DDNS CONFIGURATION 
1） Go to www.no-ip.com  register account No.:
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2）After Create Account, click [Add a host]:
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Interface like below:：
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3）after hostname create , set in DVR:
Enter into DVR【main menu】→【configuration】→【network】→【advanced】→【DDNS】;
DDNS type：NO-IP DDNS
HOST IP：dynupdate.no-ip.com 
Port  80
Domain ：xxx.xxx.org

3.4 FNT DDNS CONFIGURATION
1) Configuration
Enter into DVR【main menu】→【configuration】→【network】→【advanced】→【DDNS】→【set设置】；

DDNS type类型选择：FNT DDNS checked
2) Register and login
Input username and password in below box ,click DDNS register . 
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域名：用户名.faceaip.net

  4 PORT MAPPING CHECKING 
Finished above configuration ,user need to check whether port mapping successful;
Go to “start”->“run”，input “cmd” then enter ,telnet domain port number ,shown as below :
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If interface as below when enter :
[image: image21.png]



Means port mapping successful;
If interface as below：
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Means port mapping unsuccessful, user can try to change port number, reboot router.
5 Q&A
1� visit DVR from browser, if below info appear :
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；
Answer: Browser 安全級別：
Open browser 【Tool工具】->【Internet】->【安全】->【自定义级别】，将“对没有标记为安全的ActiveX控件进行初始化和脚本运行”和“下载未签名的ActiveX控件”选为“提示”，单击确定，重新打开浏览器后会出现如下的提示信息：
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Click 【Instal】
②数字签名证书已成功安装，but can not visit DVR web;
Anser：more than one kind of port mapping used  （manual, UPNP, DMZ ）cause conflict, get into router:
[image: image25.png]



Check 转发规则中的virtual server虚拟服务器、UPNP映射、DMZ映射三种映射方法，ensure确保只采用一种，比如保留虚拟服务器配置中的手动端口映射，就必须确保UPNP映射和DMZ主机在“未启用”状态；
如果使用的是IE9.0版本的浏览器，则可能跟兼容性问题有关；按如下图设置：
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只要将硬盘录像机的IP地址添加到上图位置即可；
③在浏览器中输入域名，无法打开网页；
答：确认已经安装数字签名证书和兼容性的问题；
然后，在【开始】->【运行】，输入cmd的指令，然后输入ping 域名，例如ping zeno0333.vssip.net，
要是出现如下图的界面：
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则表示域名解析还未成功；通过硬盘录像机在局域网内的IP地址（比如192.168.1.88）进入硬盘录像机的界面，依次打开【系统配置】->【网络配置】->【高级配置】->【DDNS设置】，确认域名信息是否填写正确；其次要确保DDNS配置界面的【使能】已经勾选上；
要是上述都没问题，重启硬盘录像机试试，域名解析需要几分钟时间；
最后，个别的情况下存在DNS服务器更新太慢或者被污染，可以在【网络配置】的【基本配置】里，将DNS指定为Google的DNS：首选DNS服务器：8.8.8.8；备选DNS服务器：8.8.4.4；重启硬盘录像机，再通过域名访问试试；
要是出现如下的情况：
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要是返回的地址和路由器里面查看到的地址相同，则表示域名解析成功，但可能是路由器的设置或是网络问题，导致数据延迟；可以试着重启路由器；
要是出现如下情况：
[image: image30.png]:\Docunents and Settings\jiangliangliang>ping zenoBBB2.ussip.net
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则表示域名已经成功解析，并且有数据返回；此时如何还是不能通过域名远程访问硬盘录像机，就得确保硬盘录像机里面的端口信息和路由器里面配置的端口信息是否保持一致，如下图所示：
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要是发现两者未保持一致，得改正过来；
要是端口号保持一致，但还是无法通过域名远程访问，你得确认自己是否开启了硬盘录像机中的DHCP功能，要是开启DHCP功能，则硬盘录像机的IP地址将会变动，因此无法做好相应的端口映射，所以要关闭【主菜单】->【配置管理】->【网络配置】->【基本配置】里面的DHCP功能
2）network cable connect with DVR via router





1）network cable connect with DVR directly





ISP provide static IP





3）network cable connect with DVR directly





ISP provide dynamic IP





4）network cable connect with DVR via router
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